ELSAG’ SignalTrace
Intelligence System

Electronic Signatures Aid Pattern Recognition and More

ELSAG SignalTrace is an electronic signature detection
technology that provides a new source of observational,
environmental data to enrich situational awareness for
informed decision-making.

SignalTrace detects signals emitted from wireless devices
such as mobile phones, fitness trackers, and vehicle systems,
creating an electronic signature for groups of signals

that routinely travel together. When SignalTrace sensors
detect an electronic signature, it also is observes the GPS
location, date, and time. This information can be analyzed
independently or correlated with other operational data.

SignalTrace Data Management

SignalTrace data is uploaded the the ELSAG Enterprise
Operations Center where it can be queried and analyzed
with precision filters to surface the most relevant leads
for use in:

- Law enforcement investigation

- Journey time calculations

- Loss prevention

N

Parking space identification

Example of SignalTrace Integration with
Another Data Source

Law enforcement might install SignalTrace sensors alongside
license plate readers, allowing SignalTrace to correlate
electronic signatures with vehicle observations through
common date/time stamps. The combined data may help
investigators recognize when an electronic signature:

- Changes vehicles

- Comes from the same make, type, and color of vehicle
but the license plate varies

v

Comes from a stolen vehicle

N

Comes from a vehicle with a fraudulent registration

Secure, Non-intrusive Intelligence Gathering

SignalTrace observes only electronic signals being broadcast
in the public domain. It does not identify individuals,

access communications, or retrieve information stored on
personal devices.
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Key Features and Benefits

N

Detects signals emitted by wireless devices, creating an electronic fingerprint for signals that regularly travel together

N

Works seamlessly with the ELSAG Enterprise Operations Center (EOC) for data query and analysis

N\

Aids in pattern recognition and other lead development

N

Can be used alongside other data sources to enrich intelligence

- Operates effectively roadside and in non-traffic environments such as rail stations, event venues, and shopping centers

N

Observes signals emitted in the public domain, only; does not identify individuals, access communications, or access
information on the devices
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SignalTrace Observes Signals From a Variety of Devices

RFID Tags Bluetooth® Devices Vehicle Components Wi-Fi Sources

BT and RFID tire pressure

Key cards Mobile phones
sensors

Vehicle hotspots

Wearables (watches,

Asset tags
g fitness trackers)

Security and safety sensors  Tablets and smartphones

Pallet transmitters Wireless headphones Infotainment systems Laptops

Pet microchips




How SignalTrace Data Integrates with Other Data Sources
The following scenario is based on real analysis of SignalTrace and license plate reader data in the ELSAG EOC data management
center. The visuals are samples reflecting the EOC user interface, but sensitive information has been changed.

During a routine convoy analysis involving an Audi vehicle, investigators noticed that SignalTrace had detected a Bluetooth

signal emitted from a tool-tracking device.
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Next, detectives searched for all SignalTrace observations of electronic signatures from Acme Tool Trackers with these results:
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A deeper dive revealed that on four
occasions, SignalTrace had correlated a
Bluetooth electronic signature with a specific
license plate number, at two different
locations, each with SignalTrace sensors

and LPR cameras installed together.

SignalTrace observed the location, date

and time of the tool-tracker’s electronic
signature, while the LPR system observed
the van’s plate number, photos, vehicle, make,
type, and color, plus date and time stamps
correlating to the SignalTrace data.

What began as an EOC search for an Audi
led to a Bluetooth electronic signature
observation. Through common LPR location,
date, and time stamps, it was correlated to a
specific license plate number, demonstrating
how SignalTrace can transform wireless
device signals emitted in the public domain
into valuable investigative leads.
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PEACE OF MIND
GUARANTEE

Leonardo’s Peace of Mind Guarantee

We are dedicated to equipping your agency with advanced license plate recognition and vehicle
identification technologies designed to meet today’s demands, and tomorrow’s challenges.
Our commitment extends beyond leading-edge innovations to tailored systems to meet
your needs, 24/7 customer and technical support, data autonomy, software and hardware

warranty programs, and more, to give you peace of mind.

Let’s talk about how Leonardo’s ELSAG SignalTrace
signal intelligence system can support your
organization’s missions and goals. Click the

button to set up a discovery call with us.

SCHEDULE A DISCOVERY CALL

This publication is issued to provide outline information only and is supplied without liability
for errors or omissions. No part of it may be reproduced or used unless authorized in writing.
We reserve the right to modify or revise all or part of this document without notice.
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